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1 Introduction

This documentescribesiow machine-lgel programsareencodedor Intel IA32 hardwarerun-
ning the LINUX operatingsystem. The instructionsethasa long, evolutionarydevelopment,as
indicatedby the following time line:

8086: (1978,29K transistors)A 16-bit processothatformedthe heartof the original IBM per
sonalcomputerandMS-DOS. Thesemachinesverelimited to a 640KB addresspace—
addressewereonly 20 bitslong (1024KB addressablepgndthe operatingsystenresenred
384KB of this for its own use.

80286: (1982,134K transistors)Addedmore(andnow obsoleteaddressingnodes.Formedthe
basisof thelIBM PC-AT personatomputeytheoriginal platformfor MS Windows.

1386: (1985,275K transistors) Expandedhearchitecturdo 32 bits. Addedthe“flat” addressing
modelthatwe will use. This wasthe first machinethat could supportthe uNIX operating
system.

1486: (1989,1.9M transistors)lmproved performancendintegratedthe floating-pointunit onto
theprocessochip, but did notchangeheinstructionset.

Pentium: (1993,3.1M transistors)lmprovedperformancebut only minor extensionf instruc-
tion set.
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Pentium/MM X: (1997,4.5M transistors)Addednew classof instructiondor manipulatingvec-
torsof integers.Eachdatumcanbel, 2, or 4 byteslong. Eachvectortotals64 bits.

Pentium I1: (1997,7M transistors)Introducedaradicallynew processodesign.Only additions
to instructionsetwasto adda classof “conditionalmove” instructions.

Pentium I11: (1999,8.2M transistors)Introducedyetanotherclassof instructionsor manipulat-
ing vectorsof integeror floatingpointdata.Eachdatumcanbe1, 2, or 4 bytes,packednto
vectorsof 128bits.

Eachsuccesske processors designedo be backwardcompatible—abléo run codecompiledfor
ary earlierversion. As we will see,therearemary strangeartifactsin the instructionsetdueto
this evolutionaryheritage.Intel now callsits instructionsetl A32, for “Intel Architecture32-bit’
You'll alsohearthecolloquialnaméx86,” reflectingtheprocessonamingcornventionsupthrough
thei486. They discontinuedhis namingcornventionwhenthey lostatrademarknfringementsuit
againstheirlong-timerival AMD. TheTrademarlOfficeruledthatnumbersant betrademarked.

We describeheprogramsn assemblyanguagealow-level programminghotationdescribinghe
exactmachine-lgel instructions.This notationcanbe generated@utomaticallywith a C compiler
Supposeave have aC file test.c  andrunthecommand:

gcc -O2 -S test.c

This will generatafile test.s  containinganassemblycodeversionof the codethe compiler
generatesThecommandycc indicateshe GnuC compiler Sincethisis the defaultcompileron
LINUX, onecouldalsoinvokeit assimplycc . Theflag-O2 instructsthe compilerto applylevel-
two optimizations.In generalincreasingthe level of optimizationmakesthe final programrun
faster but at arisk of increasec¢ompilationtime anddifficultiesrunningdeluggingtoolson your
code. Level two optimizationis a goodcompromisebetweeroptimizedperformancendeaseof
use.The-S flagindicateshe compilershouldgenerateassemblycoderatherthanmachine-lgel
code.

The bestreferenceson IA32 are from Intel. Two usefulreferencesare [Intel-Arch] giving an
overview of thearchitecturdromtheperspectie of anassembly-languaggogrammerand[intel-ISR]
giving detaileddescription®f the differentinstructions.Thesereferencegsontainfar moreinfor-
mationthanis requiredto understand.inux code. In particular with flat modeaddressingall of
the compleities of the sggmentedaddressinggchemecanbeignored. AppendixD of the Hen-
nessyand Pattersoncomputerarchitecturegext [HP94 alsodescribedA32. Again, muchof the
discussions onfeatureghatareirrelevantwhenusingflat addressing.

TheLINUX assembleusesthe GAs (for “Gnu ASsembler”)format. Unfortunately thereis very
little documentatioror this formatspecificto IA32. The Intel referencesiselntel’s own assem-
bly languagesyntax. Perhapghe mostfundamentalifferenceis thatthe operandsarelistedin
the reverseorderfor the two notations! On a LINUX machine runningthe commandnfo as
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C declaration Intel DataType | GAS suffix | Size(Bytes)
char Byte b 1
short Word w 2
int DoubleWord I 4
unsigned DoubleWord I 4
long int DoubleWord I 4
unsigned long | DoubleWord I 4
char * DoubleWord I 4
float DoubleWord S 4
double QuadWord I 8

Tablel: Sizesof standardiatatypes

will displayinformationabouttheassemblerOneof the subsectionslocumentsnachine-specific
information,includinga comparisorof GAs with themorestandardntel notation.NotethatGcc
refersto thesemachinesas®i386 "—it generatesodethatcouldevenrunona14-yearold i386.
NeitherGcc nor GAS supportthe morerecentinstructionsetextensions suchasMMX andthe
conditionalmove instructions.

In this document,we only describea subsetof the IA32 architecture. IA32 is classifiedas a
“CISC” (for Comple InstructionSetComputermachine andthis is indeedan appropriatdabel.
With its origin in the 19705, andits continuedaccrualof new featuresthe machinehashundreds
of differentinstructionsmultiple addressingystemsandanumberof datatypes.We presenbnly
thefeaturesencountereavhenexecutingtypical integer codecompiledusingGcec.

2 DataFormats

Duetoits originsasa 16-bitarchitecturehatexpandednto a32-bitone,Intel usegheterm“word”
to referto a 16-bitdatatype. Basedonthis, they referto 32-bitquantitiesas“doublewords” They
referto 64-bitquantitiesas“quadwords’ We aremostlyinterestedn bytesanddoublewords.

Table1 shavs the machinerepresentationgsedfor the primitive datatypesof C. Notethatmost
of thecommondatatypesarestoredasdoublewords. This includesbothregularandlongint ’s,
whetheror not they aresigned. In addition,all pointers(shovn hereaschar *) arestoredas
4-bytedoublewords.Bytesarecommonlyusedwhenmanipulatingstringdata.

As thetableindicatesgvery operationn GAS hasasinglecharactesuffix denotingthe sizeof the
operand.For examplethe mov (move data)instructionhas3 variants:movb (move byte), movw
(move word), andmovel (move doubleword). Thesufiix ‘I * is usedfor doublewordssinceon
mary machine32-bitquantitiesarereferredto as“long words’ NotethatGAs useshesuffix ‘1’

to denotebotha 4-byteintegeraswell asan8-bytedoubleprecisionfloatingpoint. This causeso
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%eax %ah %al
%ecx %ch %cl
%edx %dh %dI
%ebx %bh %bl
%esi

%edi

%esp

%ebp

Figurel: Integer Registers. All 8 registerscanbe accesseds32-bits(doubleword). Thelow-
orderbytesof thefirst four registerscanbeaccessetdependently

ambiguity sincefloatingpointinvolvesanentirely differentsetof instructionsandregisters.

3 Accessing I nformation

An 1A32 centralprocessingunit (CPU) containsa set of eight registers storing 32-bit values.
Theseregistersare usedto storeinteger dataaswell as pointers. Figure 1 diagramsthe eight
registers. Their namesall begin with %e but otherwisehave peculiarnames.With the original
8086, the registerswere 16-bits and eachhad a specific purpose. The nameswere chosento

reflectthesedifferentpurposesWith flat addressingthe needfor specializedegistersis greatly
reduced.For the mostpart, the first 6 registerscanbe consideredyeneralpurposeregisterswith

no restrictionsplacedon their use. The final two: %ebp and%esp, on the otherhand,contain
pointersto importantplacesin the programstack. They shouldonly be alteredaccordingto a set
of standarccornventionsfor stackmanagementlt shouldbe notedthatsomeof the lesscommon
instructionsdo makeuseof specificregisters. In addition, within proceduresherearedifferent



Type Form Operandvalue Name
Immediate| $/mm Imm Immediate
Reister | E, Reg[E,] Ragister
Memory | Imm Mem[Imm)] Absolute
Memory | (E,) Mem|[Reg[E,]] Indirect
Memory | Imm( E) Mem[Imm + Reg|[E] Base+ Displacement
Memory | (E, E;) Mem|[Reg[Ey] + Reg[Ei]] Indexed
Memory | Imm(E, E;) Mem[Imm + Reg[Es] + Reg[Ei]] Indexed
Memory | (, E;, 5) Mem[Reg[E;] - S] Scaledndexed
Memory | Imm(, E;, S) Mem[Imm + Reg[E;] - S] Scaledndexed
Memory | (E, E;, S5) Mem|[Reg[Ey] + Reg[E;] - S| Scaledindexed
Memory | Imm(Es, E;, S) | Mem[Imm + Reg[Es] + Reg[E;] - S] | Scaledndexed

Table2: Operand Forms. Operandsandenoteimmediate(constantvalues,registervalues,or
valuesfrom memory Thescalingfactor S mustbeeitherl, 2, 4, or 8.

conventionsfor saving andrestoringthefirst threeregisters:%eax, %ecx, and%edx, thanfor the
next three:%ebx, %edi, and%esi . Thiswill bediscussean Section6.

As indicatedin Figure1l, the low-ordertwo bytesof thefirst four registerscanbe independently
reador written by the byte operationinstructions.This featurewasprovidedin the 8086to allow
backwardcompatibilityto the 8008and8080—two8-bit microprocessorthatdatebackto 1974.
Whena byteinstructionupdateneof thesesingle-byte‘registerelements, the remainingthree
bytesof theregisterdo notchange.

Mostinstructionshave oneor moreoperands, specifyingthesourcevaluesto referencen perform-
ing anoperationandthe destinatiorlocationinto which to placetheresult. As is typical of CISC
instructionsets,|A32 supportsa numberof operandormsasindicatedin Table2. As shavn, the
differentoperandpossibilitiescanbe classifiedinto threetypes. Thefirst type,immediate, is for

constantvalues.With GAS, thesearewritten with a‘$’ followedby anintegerusingstandardC

notation,e.g.,$-577 , or $0x1F . The secondtype, register, denoteshe contentsof one of the
registers,eitheroneof the eight32-bit registers(e.g.,%eax) for a doubleword operationor one
of the eight single-byteregisterelementge.g.,%al) for a byte operation. In our table, we use
the notationE, to denoteanarbitraryregistera, andindicateits valuewith thereferenceReg[E,],

viewing the setof registersasanarray Reg indexedby registeridentifiers.

The third type of operandis a memory reference,n which we accesssomememorylocation
accordingto a computedaddressopftencalledthe effective address. As thetableshaws, thereare
mary differentformsfor memoryreferencesThemostgeneraform is shavn atthebottomof the
tablewith syntax/mm( E,, E;, S) . Sucha referencenasfour componentsanimmediateoffset
Imm, abaseregisterE,, anindex registerg;, anda scalefactor S, whereS mustbel, 2, 4, or 8.

Theeffective addresss thencomputedas/mm + Reg[Ey] + Reg[E;] - S. This generaform is often



Instruction Effect Description

mov! S,D|D « S Move DoubleWord
movb S,D|D «< § Move Byte

movsbl S, D | D « SignExtend(S) Move Sign-Extendedyte
pushl S Reg|%esp| < Reg[%esp] — 4; | Push

Mem|[Reg|%esp]] « S
popl D D <« Mem[Reg|%esp|]; Pop
Reg[%esp| < Reg[%esp| + 4

Table3: Data M ovement | nstructions.

seenwhenreferencingelementf arrays.The otherformsaresimply specialcasef thisgeneral
form wheresomeof the componentgareomitted.

Amongthemostheaily usednstructionsareonesthatperformdatamovement.Thegeneralityof

the operandhotationallows a simplemove instructionto performwhatin mary machinesvould

requirea numberof instructions. Table 3 lists the importantdatamovementinstructions. The

mostcommonis themovl instructionfor moving doublewords. The sourceoperandiesignates

valuethatis eitherimmediate storedin aregister or storedin memory The destinatioroperand
designatealocationthatis eitheraregisteroramemoryaddresslA32 imposegherestrictionthat
movl cannothave bothoperandseferto memorylocations.Copyinga valuefrom onememory
locationto anotherequireswo instructions—thdirst to load the sourcevalueinto aregister and
thesecondo write this registervalueto the destination.

Thefollowing aresomeexamplesof movl instructionsshaving thefive possiblecombinationf
sourceanddestinatiortypes:

movl $0x4050, %eax Immediate—Rgister
movl %ebp, %esp ReagisteRajister
movl (%edi,%ecx), %eax Memory—Regjister
movl $-17, (%esp) Immediate—Memory
movl %eax,-12(%ebp) Registe-Memory

Themovb instructionis similar, exceptthatit movesa singlebyte. Whenoneof theoperandss a
register it mustbe oneof theeightsingle-byteregisterelementsllustratedin Figurel.

Themovsbl instructiontakesa single-bytesourceoperandperformsa sign extensionto 32 bits
(i.e.,it setsthe high order24 bits to the mostsignificantbit of the sourcebyte),andcopiesthisto
adouble-worddestination.Thustheinstructionanovb %dh, %al andmovsbl %dh, %eax
have very differenteffects. Both of themsetthe low orderbyte of register %eax to the second
byte of %edx. Theformerdoesnot changehe otherthreebytes,while the lattersetsthesebits to
eitherall O’s or all 1's, accordingo the mostsignificantbit of the copiedbyte.

Thefinal two datamovementoperations@reusedto pushdataontoandpopdatafrom theprogram

6



Instruction Effect Description

leal S,D| D « &S Load Effective Address
incl D D « D+ 1 |Increment

decl D D « D- 1 | Decrement

negl D D« -D Negate

notl D D« "D Complement

addl S,D|D «+ D+ S | Add

subl S,D| D « D- S | Subtract

imull S,D| D « D* S | Multiply

xorl S,D|D « D" S | Exclusve-Or

orl SSD|D «< D| S |Or

andl S,D|D + D& S |And

sall k,D | D + D<< k| LeftShift

shll k,D | D + D << k| Left Shift

sarl k,D | D + D >> k | Arithmetic Right Shift
shrl k,D | D « D >> k | LogicalRightShift

Table4: Integer Arithmetic Operations. The Load Effective Addresdeal is commonlyused
to performsimplearithmetic. Theremainingonesaremore standardunaryor binary operations.
Notethe nonstandardrderingof the operandsvith GAS.

stack. Both the pushl andthe popl instructionstake a single operand—thedatasourcefor
pushingand the datadestinationfor popping. The programstackis storedin someregion of
memory Thestackgrows dovnwardsuchthatthe top elemenbf the stackhasthelowestaddress
of all stackelements. The stackpointer%esp holds the addresf this lowest stackelement.
Pushinga doubleword valueontothe stackthereforanvolvesfirst decrementinghe stackpointer
by 4 andthenwriting the valueat the new top of stackaddressPoppinga doubleword involves
readingfrom thetop of stacklocationandthenincrementinghe stackpointerby 4.

4 Arithmetic and Logical Operations

Table4 lists someof the doubleword integer operationsdivided into four groups. Note that all
of themhave two operandsTheseoperandsrespecifiedusingthe samenotationasdescribedn
Section3. With the exceptionof leal , eachof theseinstructionshasa counterparthatoperates
on bytes. The suffix ‘I * is replacedby ‘b’ for the byte operation.For example,addl becomes
addb.



4.1 Load Effective Address

ThelLoadEffective Addresdeal instructionis actuallyavariantof themovl instruction.Thatis,
its first operandappearso be a memoryreferencebut insteadof readingfrom the designatedio-
cationtheinstructioncopiesthe effective addresgo the destination We indicatethis computation
usingtheC addres®peratoi&s. Thisinstructioncanbeusedo generatg@ointersor latermemory
referencesin addition,it canbe usedto compactlydescribecommonarithmeticoperations.For
example|f register%edxcontainssaluez, thentheinstructionleal ~ 7(%edx,%edx,4), %eax
will setregister%eaxto 5x + 7. Thedestinatioroperandnustbearegister

4.2 Unary and Binary Operations

The secondgroupare unaryoperationswith the single operandservingasboth sourceanddes-
tination. This operandcan be either a register or a memorylocation. Thus, the instruction
incl  (%esp) causesheelemenbnthetop of thestackto beincremented.

The third group are binary operationswherethe secondoperandis usedas both a sourceand
a destination. This syntaxis reminiscentof the C assignmenbperatorssuchas+=. Obsere,
however, that the sourceoperands given first andthe destinationsecond. This looks peculiar
for noncommutatie operations. For example, the instructionsubl  %eax,%edx decrements
register%edxby thevaluein %eax. Thefirstoperanccanbeeitheranimmediatevalue,aregister
oramemorylocation. Thesecondctanbeeitheraregisteror amemorylocation.As with themovl
instruction,however, thetwo operand€annotbothbe memorylocations.

4.3 Shift Operations

Thefinal groupareshift operationsvherethe shift amountis givenfirst, andthe valueto shift is
givensecondBoth arithmeticandlogicalright shiftsarepossible . Theshift amounts encodeds
asinglebyte,sinceonly shiftsof betweerD and31 areallowed. Theshiftamounts giveneitheras
animmediateor in single-byteregisterelemen®aocl . As Table4 indicatestherearetwo namedor
theleft shiftinstruction:sall andshll . Both have the sameeffect, filling from the right with
0’s. Theright shift instructiondiffer in thatsarl performsanarithmeticshift (fill with copiesof
thesignbit), whereashrl performsalogical shift (fill with 0’s).

Note that, with the exceptionof the right shift operationsnoneof the instructionsdistinguish
betweersignedandunsignedoperands.Two’s complementrithmetichasthe samebit-level be-
havior asunsignedarithmeticfor all of theinstructiondisted.



Instruction | Effect Description

imull S | Reg[%edX:Reg[%eax « S x Reg[%eaX SignedFull Multiply

mull S | Reg[%edX:Reg[%eax « S x Reg[%eaX Unsignedrull Multiply

cltd Reg[%edX: Reg[%eax] « SignFuatend (Reg|%eax]) | Corvertto QuadWord

idivl S | Reg[%edX < Reg[%edX:Reg[%eaxX mod S; SignedDivide
Reg[%eaX <+ Reg[%edX:Reg[%eax =+ S

divl S | Reg[%edX < Reg[%edX:Reg[%eax mod S; UnsignedDivide
Reg[%eaX < Reg[%edX:Reg|%eax = S

Table5: Special Arithmetic Oper ations. Theseoperationgrovide full 64-bit multiplicationand
division, for bothsignedandunsignechumbers.The pair of registers¥%edx and%eax areviewed
asforming a single64-bitquadword.

4.4 Special Arithmetic Operations

Table5 describesnstructionghatsupporigeneratinghefull 64-bitproductof two 32-bitnumbers
aswell asintegerdivision.

Theimull instructionlistedin Table4 is knowvn asthe “two-operand’multiply instruction. It
generates 32-bit productfrom two 32-bit operandsjmplementingthe operationst 4, and* %,
describedn the handouton integer arithmetic. Recallthat when truncatingthe productto 32
bits, both unsignedmultiply and two’s complemenimultiply have the samebit-level behaior.
IA32 alsoprovidestwo different“one-operand’multiply instructionsto computethe full 64-bit
productof two 32-bit values—ondor unsignedmull ), andonefor two’s complementimull )
multiplication. For bothof these pneagumentmustbein register%eax, andtheotheris givenas
theinstructionsourceoperand.The productis thenstoredin registers%edx (high-order32 bits)
and%eax (low-order32 bits.)

As anexample,supposeve have signednumbers< andy storedin positions—8 and—12 relative
to %ebp, andwe wantto storetheir full 64-bit productas8 byteson top of the stack. The code
would proceedasfollows:

movl -8(%ebp), %eax Putx in%eax

imull  -12(%ebp) Multiply byy
pushl  %edx Pushhigh-order32-bits
pushl %eax Pushlow-order32-bits

Obsene thatthe orderin which we pushthe two registersis correctfor a Little Endianmachine
in whichthe stackgrowstowardloweraddresses.e., thelow-orderbytesof the productwill have
lower addressethanthe high-orderbytes.

NotethatTable4 doesnotlist ary division or modulusoperationsTheseoperationsareprovided
by the single-operandlivide instructionssimilar to the single-operandnultiply instructions.The
signeddivisioninstructionidivl  takesasdividendthe 64-bit quantityin registers%edx (high-

9



order32 bits) and%eax (low-order32 bits). Thedivisor is givenastheinstructionoperand.The
instructionsstorethe quotientin register%eax andthe remaindeiin register%edx. Thecltd *
instructioncanbe usedto form the 64-bit dividendfrom a 32-bit value storedin register %eax.
This instructionsignextends%eax into %edx.

As anexample,supposeve have signednumbers< andy storedin positions—8 and—12 relative
to %ebp, andwe wantto storevaluesx / y andx % y onthestack.The codewould proceed
asfollows:

movl -8(%ebp), %eax Putx in%eax

cltd Signextendinto %edx
idivl -12(%ebp) Dividebyy
pushl %eax Pushx / vy
pushl  %edx Pushx %y

Thedivl instructionperformsunsignedlivision. Usuallyregister%edx is setto O beforehand.

5 Control

5.1 Condition Codes

In additionto the integerregisters,the CPU maintainsa setof single-bitcondition code registers
describingattributesof the mostrecentarithmeticor logical operation.Theseregisterscanthenbe
testedo performconditionalbranchesThe mostusefulconditioncodesare:

CF: CarryFlag. Themostrecentoperationgeneratec carryout of the mostsignificantbit. Used
to detectoverflow for unsignedperations.

ZF:. ZeroFlag. Themostrecentoperationyieldedzero.
SF: SignFlag. Themostrecentoperatioryieldeda negative value.

OF: Overflow Flag. The mostrecentoperationcauseda two’s complementoverflov—either
negatie or positive.

For example, supposeve usedtheaddl instructionto performthe equivalentof the C expression
t = a+b, wherevariablesa, b, andt areof typeint . Thenthe conditioncodeswould be set
accordingo thefollowing C statements:

CF = (unsigned t) < (unsigned a); /* Unsigned overflow */
ZF = (t == 0)

1This instructionis calledcdq in the Intel documentationpne of the few caseswherethe cas namefor an
instructionbearsno relationto theIntel name.
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SF =@t < 0)
OF=(@a <0=b<0 &&(@{t <O0!= a<0),; [/ Signed overflow */

Notethattheleal instructiondoesnotalterarny conditioncodessinceit is intendedo be used
in addressomputations.Otherwise all of the instructionslisted in Table4 causethe condition
codeso beset.For thelogical operationssuchasxorl , thecarryandoverflow flagsaresetto O.
For the shift operationsthe carryflag is setto thelastbit shiftedout, while the overflow flagis set
to 0.

In additionto the operationf Table4, two operationghaving both 32-bit and8-bit forms) set
conditionscodeswithout alteringary otherregisters:

Instruction Basedon | Description

cmpl Sy, 51 | Sy - S, | CompareDoubleWord
testl S2,51 | S1 & Sy | TestDoubleWord
cmpb 55,5, | S - Sy | CompareByte

testb Sy, 511 51 & S, | TestByte

Thecmpl andcmpb instructionssetthe conditioncodesaccordingto the differenceof their two
operandsNotethattheoperandsrelistedin reverseorder makingthecodemoredifficult to read.
Theseinstructionssetthe zeroflag if the two operandsareequal. The otherflagscanbe usedto
determineorderingrelationsbetweerthe two operands.

Thetestl andtestb instructionssetthezeroandnegative flagsbasednthe AND of theirtwo
operandsTypically, thesameoperands repeatedwice, e.g.,testl %eax,%eax, or oneof the
operandss a maskindicatingwhich bits shouldbetested.

5.2 Accessing the Condition Codes

Ratherthanreadingthe condition codesdirectly, the two most commonmethodsof accessing
themareto setanintegerregisterbasedn somecombinationof conditioncodesr to performa
conditionalbranchbasedn somecombinationof conditioncodes.

Thedifferentset instructionsdescribedn Table6 setasinglebyteto 0 orto 1 dependingpnsome
combinatiorof the conditionscodes.Thedestinatioroperands eitheroneof theeightsingle-byte
registerelementor a memorylocation. To generatea 32-bit result,we mustalsoclearthe high

order 24 bits. A typical instructionsequencdor a C predicatesuchasa < b is thereforeas
follows:

# a in %ecx, b in %edx

cmpl  %edx,%ecx # ab

setl  %al # Set low order byte of %eax
andl $0xFF,%eax # Clear remaining bytes of %eax

11



Instruction | Effect SetCondition

sete D|D + ZF Equal/ Zero

sethe D | D +« " ZF Not Equal/ Not Zero

sets D|D « SF Negative

setns D | D +« " SF Nonnaative

setg D|D « " (SF" OF & ZF | Greater(Signed>)

setge D | D « " (SF" OF Greatenor Equal(Signed>=)
setl D | D + SF” OF Less(Signed<)

setle D|D « (SF" OF| ZF Lessor Equal(Signed<=)
seta D|D « " CF&ZF Above (Unsigned>)

setae D | D « " CF Above or Equal(Unsigned>=)
setb D|D + CF Below (Unsignedk)

setbe D | D « CF&ZF Below or Equal(Unsigned<=)

Table6: The set Instructions. Eachinstructionsetsa single byte to O or 1 basedon some
combinationof the conditioncodes.

Although all arithmeticoperationssetthe conditioncodes the descriptionf the differentset
commandsapply to the casewherea comparisonnstructionhasbeenexecuted settingthe con-
dition codesaccordingto the computationt = a-b . For example,considerthe sete , or “Set
whenequal’instruction. Whena = b, we will havet = 0, andhencethe zeroflag indicates
equality

Similarly, considertestinga signedcomparisorwith the setl , or “Set whenless, instruction.
Whena andb arein two’s complementorm, thenfor a < b wewill harea — b < 0 if thetrue
differencewerecomputed Whenthereis no overflow, this would be indicatedby having the sign
flag set. Whenthereis positive overflow, however, we will havet < 0, andwhenthereis negative
overflow, we will havet > 0. In eithercasethesignflagwill indicatethe oppositeof the signof
the true difference.Hence,the ExcLuUsIVE-OR of the overflow andsign bits providesa testfor
whethera < b. Theothersignedcomparisortestsarebasedon othercombinationsof SF~ OF
andZF.

For the testingof unsignedcomparisonsthe carryflag will be setby thecmpl instructionwhen
the integer differencea — b of the unsignedargumentsa andb would be negatie, i.e., when
(unsigned) a < (unsigned) b. Thus,thesetestsusecombinationf thecarryandzero
flags.

5.3 Jumping

Undernormalexecution,instructiongollow eachotherin theorderthey arelisted. A jumpinstruc-
tion cancausethe executionto switchto a completelynew positionin the program. Thesgump

12



Instruction | JumpCondition Description

jmp Label | Always Equal/ Zero

je Label | ZF Equal/ Zero

jne  Labe | "ZF Not Equal/ Not Zero

Js Label | SF Negative

jns  Label | "SF Nonnaative

ig Label | © (SF™ OF &"ZF | Greater(Signed>)

jge Label | " (SF~ OF Greateror Equal(Signed>=)
1 Label | SF™ OF Less(Signed<)

jle Label | (SF™ OF) | ZF Lessor Equal(Signed<=)

ja Label | "CF &"ZF Above (Unsigned>)

jae  Labd | "CF Above or Equal(Unsigned>=)
jb Label | CF Below (Unsignedk)

joe  Labd | CF&"ZF Below or Equal(Unsignedk=)

Table7: Thejump Instructions. Thesenstructiongump to alabeleddestinationwhenthejump
conditionholds.

destinationgregenerallyindicatedby alabel. Considetthefollowing assemblyodesequence:

xorl  %eax,%eax # Set %eax to O

jmp L1 # Goto L1

movl (%eax),%edx # Null pointer  dereference
L1:

popl %edx

Theinstructionjmp L1 will causethe programto skip overthemovl instruction,andinsteadre-
sumeexecutionwith thepopl instruction.Onejob of theassembleis thento determingheactual
addressefor thelabeledinstructionsandfill in thefieldsof thejumpinstructionappropriately

Thejmp intructionjumpsunconditionally The otherjump instructionseitherjump or continue
executingat the next instructionin the code sequencalependingon somecombinationof the
conditioncodes. Note thatthe namesof theseinstructionsandthe conditionsunderwhich they
jump matchthoseof theset instructions.

6 Procedures

IA32 programsmakeuseof the programstackto supportprocedurecalls. The stackis usedto
passprocedureargumentsto storereturninformation,to save registersfor later restorationand
for local storage.The portion of the stackallocatedfor a single procedurecall is calleda stack
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Stack Bottom

— 7\

+4n+4 Passed Argn Caller's
Frame
+8 Passed Arg. 1
. Return Address ¢
Frame Pointer
%0ebp m— Saved%ebp A
-4
Saved Registers _
Increasing
Address
LOC%IS Current
and Frame
Temporaries
Argument
Build
Stack Pointer Area
%oesp —- \/
Stack Top

Figure2: Stack Frame Structure. The stackis usedfor passingarguments for storingreturn
information,for saving registers andfor local storage.
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frame. Figure 2 diagramsthe generalstructureof a stackframe. The topmoststackframeis
delimited by two pointers,with register %ebp servingasthe frame pointer, andregister %esp
servingasthe stack pointer. The stackpointercanmove while the procedurds executing,and
hencemostinformationis accessedelative to the framepointer

SupposerocedurdP (thecaller) callsprocedure (thecallee.) Theargumentdo Qarecontained
within the stackframefor P. In addition,whenP calls Q the return address within P wherethe
programshouldresumeexecutionwhenit returnsfrom Qwill be pushedonthestack.Thisforms
theendof P's stackframe. Thestackframefor Qbeaginswith the saved valueof theframepointer
(i.e.,%ebp) Thisis followedby copiesof ary othersaredregistervalues.

Proceduré&alsouseghe stackfor any local variableghatcannotbe storedin registers.This can
occurfor thefollowing reasons:

e Therearenotenougtregistersto hold all of thelocal data.

e Someof thelocal variablesarearraysor structuresandhencemustbeaccessethy arrayor
structurereferences.

e Theaddres®perator &' is appliedto oneof thelocal variablesandhencewe mustbe able
to generatanaddresgor it.

Finally, Qwill usethe stackframefor storingargumentdo ary procedure# calls.

By cornvention, registers%eax, %edx, and %ecx are classifiedas caller save registers. This
meanghatQcanoverwritetheseregisterswithoutdestroyingary datarequiredby P. Ontheother
hand,registers%ebx, %esi, and%edi areclassifiedascallee save registers.This meanghatQ
mustsave the valuesof ary of theseregisterson the stackbeforeoverwriting them,andrestore
them beforereturning,since P (or somehigherlevel procedure)may needthesevaluesfor its
future computationsln addition,registers%ebp and%esp mustbe maintainedaccordingto the
corventionsdescribechere.

Theinstructionssupportingorocedurecallsandreturnsareasfollows:

Instruction Description

call Label | ProcedureCall

leave Preparestackfor return
ret Returnfrom call

Thecall instructionhasalabelasits operandvherethecodefor thecalledprocedurestarts.The
effectof this instructionis to pushareturnaddres®n the stackandjump to the startof the called
procedure.Thereturnaddresss the addres®f the instructionimmediatelyfollowing the call

in the program,so thatexecutionwill resumeat this locationwhenthe calledprocedureeturns.
Theret instructionpopsanaddresf the stackandjumpsto this location. The properuseof
this instructionis to have preparedhe stackso that the stack pointer pointsto the placewhere
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Stack Frame for

Stack Frame for

caller caller
Yoebp==f- 0 Savedebp .
—4 arg2 +121  yp (= &arg2)
-8 argl 8]  xp (= &argl)
—12 &arg2 +4 Return Address
%0eSP =l —16 &argl Y%ebp=—f 0 Savedebp
e Yoesp =l —4 Savedoebx
Stack Frame for
swap_add

Figure3: Stack Framesfor caller
mentsfrom the stackframefor caller

and swap_add. Procedureswap _add retrievesits argu-

the precedingcall instructionstoredits returnaddress.Theleave instructioncanbe usedto
preparehestackfor returning.lt is equialentto thefollowing codesequence:

movl %ebp, %esp Setstackpointerto beginningof frame
popl %ebp Restoreold versionof %ebpandsetstackpointerto endof caller’s frame

Alternatively, this preparatiorcanbe performedby an explicit sequenc®f move andpop opera-
tions.

Ragister%eax is usedfor returningthevalueof ary functionthatreturnsanintegeror pointer
As anexample,considetthefollowing C procedures:

int caller() swap_add(int *Xp, int  *yp)
{ {

int argl = 534; int X = *Xp;

int arg2 = 1057, int 'y = *yp;

int sum = swap_add(&argl, &arg2); *Xp =y,

int diff = argl - arg?; Ypo= X;

return  sum * diff; return  x+y;
} }

Figure 3 shaws the stackframesfor the two procedures.Obsenre that swap_add retrievesits
argumentdrom the stackframefor caller . Theselocationsareaccessedelative to the frame
pointerin register %ebp. The numbersalongthe left of the framesindicatethe addressffsets
relative to theframepointer
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Thestackframefor caller  includesstoragdor localvariablesargl andarg?2 , atpositions—8
and—1 relative to the framepointer Thesevariablesmustbe storedon the stack,sincewe must
generateaddressefor them. Thefollowing assemblycodefrom the compiledversionof caller
shavs how it callsswap _add.

Cl leal -4(%ebp),%eax Compute&arg?2

C2 pushl %eax Push&arg2
C3 leal -8(%ebp),%eax Compute&argl
C4 pushl %eax Push&argl
C5 call _swap add Call swap_add

Obsenrethatthiscodecomputesheaddressesf local variablesarg2 andargl (usingtheleal
instruction)andpusheghemonthestack.It thencallsswap _add.

Thecompiledcodefor swap _add hasthreeparts:the“setup” wherethestackframeis initialized,
the“body” wheretheactualcomputatiorof theprocedures performedandthe“finish” wherethe
stackstateis restoredandthe procedureeturns.

Thefollowingis thesetupcodefor swap _add. Recallthatthecall instructionwill alreadypush
thereturnaddres®nthe stack.

S1 pushl  %ebp Save old %ebp
S2 movl %esp,%ebp Set%ebp
S3 pushl %ebx Save %ebx

Procedureswap _add requiresregister %ebx for temporarystorage. Sincethis is a callee-sae
register it pushegheold valueon the stackaspartof the stackframesetup.

Thefollowing is thebodycodefor swap _add:

B1 movl 8(%ebp),%edx Getxp
B2 movl 12(%ebp),%ecx  Getyp

B3 movl (%edx),%ebx Getx

B4 movl (%ecx),%eax Gety

B5 movl %eax,(%edx) Storey at*xp

B6 movl %ebx,(%ecx) Storex at*yp

B7 addl %ebx,%eax Returnvalue= x+y

This coderetrievesits argumentdrom the stackframefor caller . Sincetheframepointerhas
shifted,the locationsof theseargumentshasshiftedfrom positions—12 and —16 relative to the
old valueof %ebpto positions+12 and+8 relative to new valueof %ebp. Obsenre thatthe sum
of variablesx andy is storedin register%eax to be passeasthereturnedvalue.

Thefollowing is thefinishingcodefor swap _add:
F1 movl -4(%ebp),%ebx Restoreédoebx

F2 movl %ebp,%esp Restoreoesp
F3 popl %ebp Restoréoebp
F4 ret Return
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This codesimply restoreshe valuesof the 3 registers%ebx, %esp, and %ebp, andthen exe-
cutestheret instruction.Note thatinstructionsF2 andF3 couldbereplacedy a singleleave
instruction.Differentversionsof Gcc seemto have differentpreferences thisregard.

Thefollowing codein caller comesmmediatelyaftertheinstructioncalling swap _add:
R1 movl %eax,%edx Resumeéere

Upon returnfrom swap _add, procedurecaller  will resumeexecutionwith this instruction.
Obsene thatthis instructioncopiesthereturnvaluefrom %eaxto a differentregister
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