
15-213Handout#2:
Machine-Level Programs

onLinux/IA32
�

RandalE. Bryant
David R. O’Hallaron

October15,1999

1 Introduction

This documentdescribeshow machine-level programsareencodedfor Intel IA32 hardwarerun-
ning the LINUX operatingsystem.The instructionsethasa long, evolutionarydevelopment,as
indicatedby thefollowing time line:

8086: (1978,29K transistors).A 16-bit processorthat formedtheheartof theoriginal IBM per-
sonalcomputersandMS-DOS. Thesemachineswerelimited to a 640KB addressspace—
addresseswereonly 20 bits long (1024KBaddressable),andtheoperatingsystemreserved
384KBof this for its own use.

80286: (1982,134Ktransistors).Addedmore(andnow obsolete)addressingmodes.Formedthe
basisof theIBM PC-AT personalcomputer, theoriginalplatformfor MS Windows.

i386: (1985,275K transistors).Expandedthearchitectureto 32 bits. Addedthe“flat” addressing
modelthat we will use. This wasthefirst machinethatcould supportthe UNIX operating
system.

i486: (1989,1.9M transistors).Improvedperformanceandintegratedthefloating-pointunit onto
theprocessorchip,but did notchangetheinstructionset.

Pentium: (1993,3.1M transistors).Improvedperformance,but only minor extensionsof instruc-
tion set.

�
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Pentium/MMX: (1997,4.5M transistors).Addednew classof instructionsfor manipulatingvec-
torsof integers.Eachdatumcanbe1, 2, or 4 byteslong. Eachvectortotals64bits.

Pentium II: (1997,7M transistors).Introduceda radicallynew processordesign.Only additions
to instructionsetwasto adda classof “conditionalmove” instructions.

Pentium III: (1999,8.2Mtransistors).Introducedyetanotherclassof instructionsfor manipulat-
ing vectorsof integeror floatingpointdata.Eachdatumcanbe1, 2, or 4 bytes,packedinto
vectorsof 128bits.

Eachsuccessive processoris designedto bebackwardcompatible—ableto runcodecompiledfor
any earlierversion. As we will see,therearemany strangeartifactsin the instructionsetdueto
this evolutionaryheritage.Intel now calls its instructionsetIA32, for “Intel Architecture32-bit.”
You’ll alsohearthecolloquialname“x86,” reflectingtheprocessornamingconventionsupthrough
thei486. They discontinuedthis namingconventionwhenthey lost a trademarkinfringementsuit
againsttheirlong-timerivalAMD. TheTrademarkOfficeruledthatnumberscan’t betrademarked.

Wedescribetheprogramsin assemblylanguage,alow-level programmingnotationdescribingthe
exactmachine-level instructions.Thisnotationcanbegeneratedautomaticallywith aC compiler.
Supposewe have aC file test.c andrun thecommand:

gcc -O2 -S test.c

This will generatea file test.s containinganassemblycodeversionof thecodethecompiler
generates.Thecommandgcc indicatestheGnuC compiler. Sincethis is thedefaultcompileron
LINUX, onecouldalsoinvokeit assimplycc . Theflag -O2 instructsthecompilerto applylevel-
two optimizations.In general,increasingthe level of optimizationmakesthe final programrun
faster, but at a risk of increasedcompilationtimeanddifficultiesrunningdebuggingtoolson your
code.Level two optimizationis a goodcompromisebetweenoptimizedperformanceandeaseof
use.The-S flag indicatesthecompilershouldgenerateassemblycoderatherthanmachine-level
code.

The bestreferenceson IA32 are from Intel. Two useful referencesare [Intel-Arch] giving an
overview of thearchitecturefromtheperspectiveof anassembly-languageprogrammer,and[Intel-ISR]
giving detaileddescriptionsof thedifferentinstructions.Thesereferencescontainfar moreinfor-
mationthanis requiredto understandLinux code.In particular, with flat modeaddressing,all of
the complexities of the segmentedaddressingschemecanbe ignored. AppendixD of the Hen-
nessyandPattersoncomputerarchitecturetext [HP96] alsodescribesIA32. Again, muchof the
discussionis on featuresthatareirrelevantwhenusingflat addressing.

The LINUX assemblerusesthe GAS (for “Gnu ASsembler”)format. Unfortunately, thereis very
little documentationfor this formatspecificto IA32. TheIntel referencesuseIntel’s own assem-
bly languagesyntax. Perhapsthe mostfundamentaldifferenceis that the operandsarelisted in
the reverseorderfor the two notations! On a LINUX machine,runningthecommandinfo as
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C declaration Intel DataType GAS suffix Size(Bytes)
char Byte b 1
short Word w 2
int DoubleWord l 4
unsigned DoubleWord l 4
long int DoubleWord l 4
unsigned long DoubleWord l 4
char * DoubleWord l 4
float DoubleWord s 4
double QuadWord l 8

Table1: Sizesof standarddatatypes

will displayinformationabouttheassembler. Oneof thesubsectionsdocumentsmachine-specific
information,includinga comparisonof GAS with themorestandardIntel notation.NotethatGCC

refersto thesemachinesas“ i386 ”—it generatescodethatcouldevenrunon a 14-yearold i386.
NeitherGCC nor GAS supportthe morerecentinstructionsetextensions,suchasMMX andthe
conditionalmove instructions.

In this document,we only describea subsetof the IA32 architecture. IA32 is classifiedas a
“CISC” (for Complex InstructionSetComputer)machine,andthis is indeedanappropriatelabel.
With its origin in the1970’s,andits continuedaccrualof new features,themachinehashundreds
of differentinstructions,multipleaddressingsystems,andanumberof datatypes.Wepresentonly
thefeaturesencounteredwhenexecutingtypical integercodecompiledusingGCC.

2 Data Formats

Dueto its originsasa16-bitarchitecturethatexpandedintoa32-bitone,Intelusestheterm“word”
to referto a16-bitdatatype.Basedonthis,they referto 32-bitquantitiesas“doublewords.” They
referto 64-bitquantitiesas“quadwords.” We aremostlyinterestedin bytesanddoublewords.

Table1 shows themachinerepresentationsusedfor theprimitivedatatypesof C. Notethatmost
of thecommondatatypesarestoredasdoublewords.This includesbothregularandlong int ’s,
whetheror not they aresigned. In addition,all pointers(shown hereaschar * ) arestoredas
4-bytedoublewords.Bytesarecommonlyusedwhenmanipulatingstringdata.

As thetableindicates,everyoperationin GAS hasasinglecharactersuffix denotingthesizeof the
operand.For examplethemov (move data)instructionhas3 variants:movb (move byte),movw
(move word),andmovel (move doubleword). Thesuffix ‘ l ’ is usedfor doublewordssinceon
many machines32-bitquantitiesarereferredto as“long words.” NotethatGAS usesthesuffix ‘ l ’
to denotebotha4-byteintegeraswell asan8-bytedoubleprecisionfloatingpoint. Thiscausesno
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31 15 8 7 0

%eax %ah %al

%ecx %ch %cl

%edx %dh %dl

%ebx %bh %bl

%esi

%edi

%esp

%ebp

Figure1: Integer Registers. All 8 registerscanbeaccessedas32-bits(doubleword). The low-
orderbytesof thefirst four registerscanbeaccessedindependently.

ambiguity, sincefloatingpoint involvesanentirelydifferentsetof instructionsandregisters.

3 Accessing Information

An IA32 centralprocessingunit (CPU) containsa set of eight registers storing 32-bit values.
Theseregistersareusedto storeinteger dataas well as pointers. Figure1 diagramsthe eight
registers. Their namesall begin with %e, but otherwisehave peculiarnames.With the original
8086, the registerswere 16-bits and eachhad a specificpurpose. The nameswere chosento
reflectthesedifferentpurposes.With flat addressing,theneedfor specializedregistersis greatly
reduced.For themostpart, thefirst 6 registerscanbe consideredgeneralpurposeregisterswith
no restrictionsplacedon their use. The final two: %ebp and%esp, on the otherhand,contain
pointersto importantplacesin theprogramstack.They shouldonly bealteredaccordingto a set
of standardconventionsfor stackmanagement.It shouldbenotedthatsomeof the lesscommon
instructionsdo makeuseof specificregisters. In addition,within procedurestherearedifferent
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Type Form OperandValue Name
Immediate $ ����� ����� Immediate
Register �	� 
���
�������� Register
Memory ����� ��������������� Absolute
Memory ( � � ) ��������
���
���� � ��� Indirect
Memory ����� ( �	� ) ������������� �!
���
"�#�	�$�%� Base+ Displacement
Memory ( �	� , �'& ) ��������
���
������(�	�!
���
����)&*�%� Indexed
Memory ����� ( �	� , �'& ) ������������� �!
���
"�#�	�$�+�!
���
����)&��%� Indexed
Memory (, �'& , , ) ��������
���
����)&��+-.,/� ScaledIndexed
Memory ����� (, � & , , ) ������������� �!
���
"�#� & ��-.,/� ScaledIndexed
Memory ( � � , � & , , ) ��������
���
���� � �	�!
���
���� & ��-.,/� ScaledIndexed
Memory ����� ( � � , � & , , ) ������������� �!
���
"�#� � �+�!
���
���� & �+-.,/� ScaledIndexed

Table2: Operand Forms. Operandscandenoteimmediate(constant)values,registervalues,or
valuesfrom memory. Thescalingfactor , mustbeeither1, 2, 4, or 8.

conventionsfor saving andrestoringthefirst threeregisters:%eax, %ecx, and%edx, thanfor the
next three:%ebx, %edi , and%esi . Thiswill bediscussedin Section6.

As indicatedin Figure1, the low-ordertwo bytesof thefirst four registerscanbe independently
reador written by thebyteoperationinstructions.This featurewasprovidedin the8086to allow
backwardcompatibilityto the8008and8080—two8-bit microprocessorsthatdatebackto 1974.
Whena byteinstructionupdatesoneof thesesingle-byte“registerelements,” theremainingthree
bytesof theregisterdonotchange.

Mostinstructionshaveoneormoreoperands, specifyingthesourcevaluesto referencein perform-
ing anoperationandthedestinationlocationinto which to placetheresult.As is typical of CISC
instructionsets,IA32 supportsa numberof operandformsasindicatedin Table2. As shown, the
differentoperandpossibilitiescanbeclassifiedinto threetypes. Thefirst type, immediate, is for
constantvalues.With GAS, thesearewritten with a ‘$’ followedby an integerusingstandardC
notation,e.g.,$-577 , or $0x1F . Thesecondtype, register, denotesthe contentsof oneof the
registers,eitheroneof theeight32-bit registers(e.g.,%eax) for a doubleword operation,or one
of the eight single-byteregisterelements(e.g.,%al ) for a byte operation. In our table,we use
thenotation ��� to denoteanarbitraryregister 0 , andindicateits valuewith thereference
���
"�#�	��� ,
viewing thesetof registersasanarray 
���
 indexedby registeridentifiers.

The third type of operandis a memory reference,in which we accesssomememorylocation
accordingto a computedaddress,oftencalledtheeffective address. As thetableshows, thereare
many differentformsfor memoryreferences.Themostgeneralform is shown at thebottomof the
tablewith syntax ����� ( � � , � & , , ) . Sucha referencehasfour components:an immediateoffset
����� , a baseregister � � , an index register � & , anda scalefactor , , where , mustbe1, 2, 4, or 8.
Theeffectiveaddressis thencomputedas �����1�2
���
���� � �.�2
���
���� & �'-3,/4 Thisgeneralform is often
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Instruction Effect Description
movl , , 5 5 6 , Move DoubleWord
movb , , 5 5 6 , Move Byte
movsbl , , 5 5 6 7"8�
'9):<;>=?��9+@BAC,<D Move Sign-ExtendedByte
pushl , 
���
��%esp�E6 
���
"�%esp�GFIH ; Push

��������
���
��%esp�%�E6 ,
popl 5 5 6 �I���E�J
���
��%esp��� ; Pop


���
��%esp�E6 
���
"�%esp�	�IH

Table3: Data Movement Instructions.

seenwhenreferencingelementsof arrays.Theotherformsaresimplyspecialcasesof thisgeneral
form wheresomeof thecomponentsareomitted.

Amongthemostheavily usedinstructionsareonesthatperformdatamovement.Thegeneralityof
theoperandnotationallows a simplemove instructionto performwhat in many machineswould
requirea numberof instructions. Table3 lists the importantdatamovementinstructions. The
mostcommonis themovl instructionfor moving doublewords.Thesourceoperanddesignatesa
valuethat is eitherimmediate,storedin a register, or storedin memory. Thedestinationoperand
designatesalocationthatis eitheraregisteror amemoryaddress.IA32 imposestherestrictionthat
movl cannothave bothoperandsrefer to memorylocations.Copyinga valuefrom onememory
locationto anotherrequirestwo instructions—thefirst to loadthesourcevalueinto a register, and
thesecondto write this registervalueto thedestination.

Thefollowing aresomeexamplesof movl instructionsshowing thefivepossiblecombinationsof
sourceanddestinationtypes:

movl $0x4050, %eax Immediate–Register
movl %ebp, %esp Register–Register
movl (%edi,%ecx), %eax Memory–Register
movl $-17, (%esp) Immediate–Memory
movl %eax,-12(%ebp) Register–Memory

Themovb instructionis similar, exceptthatit movesa singlebyte.Whenoneof theoperandsis a
register, it mustbeoneof theeightsingle-byteregisterelementsillustratedin Figure1.

Themovsbl instructiontakesa single-bytesourceoperand,performsa signextensionto 32 bits
(i.e., it setsthehigh order24 bits to themostsignificantbit of thesourcebyte),andcopiesthis to
a double-worddestination.Thustheinstructionsmovb %dh, %al andmovsbl %dh, %eax
have very differenteffects. Both of themset the low orderbyte of register%eax to the second
byteof %edx. Theformerdoesnot changetheotherthreebytes,while thelattersetsthesebits to
eitherall 0’s or all 1’s,accordingto themostsignificantbit of thecopiedbyte.

Thefinal two datamovementoperationsareusedto pushdataontoandpopdatafrom theprogram
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Instruction Effect Description
leal , , 5 5 6 &, LoadEffectiveAddress
incl 5 5 6 5 + 1 Increment
decl 5 5 6 5 - 1 Decrement
negl 5 5 6 - 5 Negate
notl 5 5 6 ˜ 5 Complement
addl , , 5 5 6 5 + , Add
subl , , 5 5 6 5 - , Subtract
imull , , 5 5 6 5 * , Multiply
xorl , , 5 5 6 5 ˆ , Exclusive-Or
orl , , 5 5 6 5 | , Or
andl , , 5 5 6 5 & , And
sall K , 5 5 6 5 << K Left Shift
shll K , 5 5 6 5 << K Left Shift
sarl K , 5 5 6 5 >> K ArithmeticRightShift
shrl K , 5 5 6 5 >> K LogicalRightShift

Table4: Integer Arithmetic Operations. TheLoadEffective Addressleal is commonlyused
to performsimplearithmetic.Theremainingonesaremorestandardunaryor binaryoperations.
Notethenonstandardorderingof theoperandswith GAS.

stack. Both the pushl and the popl instructionstakea singleoperand—thedatasourcefor
pushingand the datadestinationfor popping. The programstackis storedin someregion of
memory. Thestackgrowsdownwardsuchthatthetopelementof thestackhasthelowestaddress
of all stackelements.The stackpointer%esp holds the addressof this loweststackelement.
Pushingadoublewordvalueontothestackthereforeinvolvesfirst decrementingthestackpointer
by 4 andthenwriting thevalueat thenew top of stackaddress.Poppinga doubleword involves
readingfrom thetop of stacklocationandthenincrementingthestackpointerby 4.

4 Arithmetic and Logical Operations

Table4 lists someof thedoubleword integeroperations,divided into four groups.Note thatall
of themhave two operands.Theseoperandsarespecifiedusingthesamenotationasdescribedin
Section3. With theexceptionof leal , eachof theseinstructionshasa counterpartthatoperates
on bytes. Thesuffix ‘ l ’ is replacedby ‘b’ for the byteoperation.For example,addl becomes
addb .
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4.1 Load Effective Address

TheLoadEffectiveAddressleal instructionis actuallyavariantof themovl instruction.Thatis,
its first operandappearsto bea memoryreference,but insteadof readingfrom thedesignatedlo-
cationtheinstructioncopiestheeffectiveaddressto thedestination.We indicatethis computation
usingtheCaddressoperator&, . Thisinstructioncanbeusedto generatepointersfor latermemory
references.In addition,it canbeusedto compactlydescribecommonarithmeticoperations.For
example,if register%edxcontainsvalueL , thentheinstructionleal 7(%edx,%edx,4), %eax
will setregister%eax to MNLO�!P . Thedestinationoperandmustbea register.

4.2 Unary and Binary Operations

Thesecondgroupareunaryoperations,with thesingleoperandservingasbothsourceanddes-
tination. This operandcan be either a register or a memory location. Thus, the instruction
incl (%esp) causestheelementon thetopof thestackto beincremented.

The third grouparebinary operations,wherethe secondoperandis usedas both a sourceand
a destination. This syntaxis reminiscentof the C assignmentoperatorssuchas +=. Observe,
however, that the sourceoperandis given first andthe destinationsecond.This looks peculiar
for noncommutative operations.For example,the instructionsubl %eax,%edx decrements
register%edxby thevaluein %eax. Thefirst operandcanbeeitheranimmediatevalue,aregister,
or amemorylocation.Thesecondcanbeeitheraregisteror amemorylocation.As with themovl
instruction,however, thetwo operandscannotbothbememorylocations.

4.3 Shift Operations

Thefinal groupareshift operationswheretheshift amountis givenfirst, andthevalueto shift is
givensecond.Botharithmeticandlogical right shiftsarepossible.Theshift amountis encodedas
asinglebyte,sinceonly shiftsof between0 and31areallowed.Theshift amountis giveneitheras
animmediateor in single-byteregisterelement%cl . As Table4 indicates,therearetwo namesfor
the left shift instruction:sall andshll . Both have thesameeffect, filling from the right with
0’s. Theright shift instructionsdiffer in thatsarl performsanarithmeticshift (fill with copiesof
thesignbit), whereasshrl performsa logicalshift (fill with 0’s).

Note that, with the exceptionof the right shift operations,noneof the instructionsdistinguish
betweensignedandunsignedoperands.Two’s complementarithmetichasthesamebit-level be-
havior asunsignedarithmeticfor all of theinstructionslisted.
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Instruction Effect Description
imull , 
���
��%edx�RQJ
���
��%eax�E6 ,!ST
���
"�%eax� SignedFull Multiply
mull , 
���
��%edx�RQJ
���
��%eax�E6 ,!ST
���
"�%eax� UnsignedFull Multiply
cltd 
���
��%edx�RQJ
���
��%eax�E6 7"8�
'9):<;>=?��9+@BAC
���
��%eax��D Convert to QuadWord
idivl , 
���
��%edx�T6 
���
"�%edx�RQ�
���
"�%eax�GUWV	XY, ; SignedDivide


���
��%eax�T6 
���
"�%edx�RQ�
���
"�%eax�	Z[,
divl , 
���
��%edx�T6 
���
"�%edx�RQ�
���
"�%eax�GUWV	XY, ; UnsignedDivide


���
��%eax�T6 
���
"�%edx�RQ�
���
"�%eax�	Z[,

Table5: Special Arithmetic Operations. Theseoperationsprovide full 64-bitmultiplicationand
division,for bothsignedandunsignednumbers.Thepairof registers%edxand%eaxareviewed
asformingasingle64-bitquadword.

4.4 Special Arithmetic Operations

Table5 describesinstructionsthatsupportgeneratingthefull 64-bitproductof two32-bitnumbers,
aswell asintegerdivision.

The imull instructionlisted in Table4 is known asthe “two-operand”multiply instruction. It
generatesa 32-bit productfrom two 32-bit operands,implementingthe operations* \]_^ and * `]_^
describedin the handouton integer arithmetic. Recall that when truncatingthe productto 32
bits, both unsignedmultiply and two’s complementmultiply have the samebit-level behavior.
IA32 alsoprovidestwo different“one-operand”multiply instructionsto computethe full 64-bit
productof two 32-bit values—onefor unsigned(mull ), andonefor two’s complement(imull )
multiplication.For bothof these,oneargumentmustbein register%eax, andtheotheris givenas
theinstructionsourceoperand.Theproductis thenstoredin registers%edx (high-order32 bits)
and%eax (low-order32bits.)

As anexample,supposewehave signednumbersx andy storedin positionsF�a and F�bdc relative
to %ebp, andwe want to storetheir full 64-bit productas8 byteson top of thestack. Thecode
wouldproceedasfollows:

movl -8(%ebp), %eax Putx in %eax
imull -12(%ebp) Multiply by y
pushl %edx Pushhigh-order32-bits
pushl %eax Pushlow-order32-bits

Observe that theorderin which we pushthe two registersis correctfor a Little Endianmachine
in whichthestackgrowstowardloweraddresses,i.e., thelow-orderbytesof theproductwill have
loweraddressesthanthehigh-orderbytes.

NotethatTable4 doesnot list any division or modulusoperations.Theseoperationsareprovided
by thesingle-operanddivide instructionssimilar to thesingle-operandmultiply instructions.The
signeddivision instructionidivl takesasdividendthe64-bit quantityin registers%edx (high-
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order32 bits) and%eax (low-order32 bits). Thedivisor is givenastheinstructionoperand.The
instructionsstorethequotientin register%eax andtheremainderin register%edx. Thecltd 1

instructioncanbe usedto form the64-bit dividendfrom a 32-bit valuestoredin register%eax.
This instructionsignextends%eax into %edx.

As anexample,supposewehave signednumbersx andy storedin positionsF�a and F�bdc relative
to %ebp, andwe wantto storevaluesx / y andx % y on thestack.Thecodewould proceed
asfollows:
movl -8(%ebp), %eax Putx in %eax
cltd Signextendinto %edx
idivl -12(%ebp) Divideby y
pushl %eax Pushx / y
pushl %edx Pushx % y

Thedivl instructionperformsunsigneddivision. Usuallyregister%edx is setto 0 beforehand.

5 Control

5.1 Condition Codes

In additionto theintegerregisters,theCPUmaintainsa setof single-bitcondition code registers
describingattributesof themostrecentarithmeticor logicaloperation.Theseregisterscanthenbe
testedto performconditionalbranches.Themostusefulconditioncodesare:

CF: CarryFlag.Themostrecentoperationgeneratedacarryoutof themostsignificantbit. Used
to detectoverflow for unsignedoperations.

ZF: ZeroFlag.Themostrecentoperationyieldedzero.

SF: SignFlag.Themostrecentoperationyieldeda negativevalue.

OF: Overflow Flag. The most recentoperationcauseda two’s complementoverflow—either
negativeor positive.

For example,supposeweusedtheaddl instructionto performtheequivalentof theC expression
t = a+b , wherevariablesa, b, andt areof type int . Thentheconditioncodeswould beset
accordingto thefollowing C statements:

CF = (unsigned t) < (unsigned a); /* Unsigned overflow */
ZF = (t == 0);

1This instructionis called cdq in the Intel documentation,one of the few caseswherethe GAS namefor an
instructionbearsno relationto theIntel name.
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SF = (t < 0);
OF = (a < 0 == b < 0) && (t < 0 != a < 0); /* Signed overflow */

Notethat the leal instructiondoesnot alterany conditioncodes,sinceit is intendedto beused
in addresscomputations.Otherwise,all of the instructionslisted in Table4 causethe condition
codesto beset.For thelogicaloperations,suchasxorl , thecarryandoverflow flagsaresetto 0.
For theshift operations,thecarryflag is setto thelastbit shiftedout,while theoverflow flagis set
to 0.

In additionto theoperationsof Table4, two operations(having both32-bit and8-bit forms) set
conditionscodeswithoutalteringany otherregisters:

Instruction Basedon Description
cmpl , ^ , ,fe ,fe - , ^ CompareDoubleWord
testl , ^ , ,fe ,fe & , ^ TestDoubleWord
cmpb , ^ , , e , e - , ^ CompareByte
testb , ^ , , e , e & , ^ TestByte

Thecmpl andcmpb instructionssettheconditioncodesaccordingto thedifferenceof their two
operands.Notethattheoperandsarelistedin reverseorder, makingthecodemoredifficult to read.
Theseinstructionssetthezeroflag if the two operandsareequal.Theotherflagscanbeusedto
determineorderingrelationsbetweenthetwo operands.

Thetestl andtestb instructionssetthezeroandnegativeflagsbasedon theAND of their two
operands.Typically, thesameoperandis repeatedtwice,e.g.,testl %eax,%eax , or oneof the
operandsis a maskindicatingwhichbitsshouldbetested.

5.2 Accessing the Condition Codes

Ratherthan readingthe condition codesdirectly, the two most commonmethodsof accessing
themareto setanintegerregisterbasedon somecombinationof conditioncodes,or to performa
conditionalbranchbasedon somecombinationof conditioncodes.

Thedifferentset instructionsdescribedin Table6 setasinglebyteto 0 or to 1 dependingonsome
combinationof theconditionscodes.Thedestinationoperandis eitheroneof theeightsingle-byte
registerelementsor a memorylocation. To generatea 32-bit result,we mustalsoclearthehigh
order24 bits. A typical instructionsequencefor a C predicatesuchas a < b is thereforeas
follows:

# a in %ecx, b in %edx
cmpl %edx,%ecx # a:b
setl %al # Set low order byte of %eax
andl $0xFF,%eax # Clear remaining bytes of %eax
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Instruction Effect SetCondition
sete 5 5 6 ZF Equal/ Zero
setne 5 5 6 ˜ ZF Not Equal/ Not Zero
sets 5 5 6 SF Negative
setns 5 5 6 ˜ SF Nonnegative
setg 5 5 6 ˜ A SFˆ OFD & ˜ZF Greater(Signed>)
setge 5 5 6 ˜ A SFˆ OFD Greateror Equal(Signed>=)
setl 5 5 6 SFˆ OF Less(Signed<)
setle 5 5 6 A SFˆ OFD | ZF Lessor Equal(Signed<=)
seta 5 5 6 ˜ CF& ˜ZF Above(Unsigned>)
setae 5 5 6 ˜ CF Aboveor Equal(Unsigned>=)
setb 5 5 6 CF Below (Unsigned<)
setbe 5 5 6 CF& ˜ZF Below or Equal(Unsigned<=)

Table 6: The set Instructions. Eachinstructionsetsa singlebyte to 0 or 1 basedon some
combinationof theconditioncodes.

Althoughall arithmeticoperationssetthe conditioncodes,the descriptionsof thedifferentset
commandsapply to thecasewherea comparisoninstructionhasbeenexecuted,settingthecon-
dition codesaccordingto thecomputationt = a-b . For example,considerthe sete , or “Set
whenequal” instruction. Whena g b, we will have t gih , andhencethe zeroflag indicates
equality.

Similarly, considertestinga signedcomparisonwith the setl , or “Set whenless,” instruction.
Whena andb arein two’s complementform, thenfor a j b we will have a F b jkh if thetrue
differencewerecomputed.Whenthereis no overflow, this wouldbeindicatedby having thesign
flagset.Whenthereis positiveoverflow, however, wewill have t jlh , andwhenthereis negative
overflow, we will have t mnh . In eithercase,thesignflagwill indicatetheoppositeof thesignof
the truedifference.Hence,the EXCLUSIVE-OR of theoverflow andsignbits providesa testfor
whethera j b. Theothersignedcomparisontestsarebasedon othercombinationsof SF ˆ OF
andZF.

For thetestingof unsignedcomparisons,thecarryflag will besetby thecmpl instructionwhen
the integer differencea F b of the unsignedargumentsa andb would be negative, i.e., when
(unsigned) a < (unsigned) b. Thus,thesetestsusecombinationsof thecarryandzero
flags.

5.3 Jumping

Undernormalexecution,instructionsfollow eachotherin theorderthey arelisted.A jumpinstruc-
tion cancausetheexecutionto switchto a completelynew positionin theprogram.Thesejump
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Instruction JumpCondition Description
jmp Label Always Equal/ Zero
je Label ZF Equal/ Zero
jne Label ˜ZF Not Equal/ Not Zero
js Label SF Negative
jns Label ˜SF Nonnegative
jg Label ˜ A SF ˆ OFD & ˜ZF Greater(Signed>)
jge Label ˜ A SF ˆ OFD Greateror Equal(Signed>=)
jl Label SF ˆ OF Less(Signed<)
jle Label A SF ˆ OFD | ZF Lessor Equal(Signed<=)
ja Label ˜CF & ˜ZF Above (Unsigned>)
jae Label ˜CF Above or Equal(Unsigned>=)
jb Label CF Below (Unsigned<)
jbe Label CF& ˜ZF Below or Equal(Unsigned<=)

Table7: The jump Instructions. Theseinstructionsjump to a labeleddestinationwhenthejump
conditionholds.

destinationsaregenerallyindicatedby a label. Considerthefollowing assemblycodesequence:

xorl %eax,%eax # Set %eax to 0
jmp L1 # Goto L1
movl (%eax),%edx # Null pointer dereference

L1:
popl %edx

Theinstructionjmp L1 will causetheprogramto skipover themovl instruction,andinsteadre-
sumeexecutionwith thepopl instruction.Onejob of theassembleris thento determinetheactual
addressesfor thelabeledinstructionsandfill in thefieldsof thejump instructionappropriately.

The jmp intruction jumpsunconditionally. Theotherjump instructionseitherjump or continue
executingat the next instructionin the codesequencedependingon somecombinationof the
conditioncodes.Note that the namesof theseinstructionsandthe conditionsunderwhich they
jumpmatchthoseof theset instructions.

6 Procedures

IA32 programsmakeuseof the programstackto supportprocedurecalls. The stackis usedto
passprocedurearguments,to storereturninformation,to save registersfor later restoration,and
for local storage.Theportion of the stackallocatedfor a singleprocedurecall is calleda stack
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Figure2: Stack Frame Structure. The stackis usedfor passingarguments,for storingreturn
information,for saving registers,andfor localstorage.
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frame. Figure 2 diagramsthe generalstructureof a stackframe. The topmoststackframe is
delimitedby two pointers,with register%ebp servingas the frame pointer, andregister%esp
servingasthe stack pointer. The stackpointercanmove while the procedureis executing,and
hencemostinformationis accessedrelative to theframepointer.

SupposeprocedureP (thecaller) callsprocedureQ(thecallee.) Theargumentsto Qarecontained
within thestackframefor P. In addition,whenP calls Q, the return address within P wherethe
programshouldresumeexecutionwhenit returnsfrom Qwill bepushedon thestack.This forms
theendof P’s stackframe.Thestackframefor Qbeginswith thesavedvalueof theframepointer
(i.e.,%ebp.) This is followedby copiesof any othersavedregistervalues.

ProcedureQalsousesthestackfor any local variablesthatcannotbestoredin registers.This can
occurfor thefollowing reasons:

o Therearenotenoughregistersto holdall of thelocal data.

o Someof thelocal variablesarearraysor structuresandhencemustbeaccessedby arrayor
structurereferences.

o Theaddressoperator‘&’ is appliedto oneof thelocal variables,andhencewe mustbeable
to generateanaddressfor it.

Finally, Qwill usethestackframefor storingargumentsto any proceduresit calls.

By convention, registers%eax, %edx, and %ecx are classifiedas caller save registers. This
meansthatQcanoverwritetheseregisterswithoutdestroyingany datarequiredby P. On theother
hand,registers%ebx, %esi , and%edi areclassifiedascallee save registers.This meansthatQ
mustsave the valuesof any of theseregisterson the stackbeforeoverwriting them,andrestore
thembeforereturning,sinceP (or somehigher-level procedure)may needthesevaluesfor its
futurecomputations.In addition,registers%ebpand%esp mustbemaintainedaccordingto the
conventionsdescribedhere.

Theinstructionssupportingprocedurecallsandreturnsareasfollows:

Instruction Description
call Label ProcedureCall
leave Preparestackfor return
ret Returnfrom call

Thecall instructionhasalabelasits operandwherethecodefor thecalledprocedurestarts.The
effectof this instructionis to pusha returnaddresson thestackandjump to thestartof thecalled
procedure.The returnaddressis the addressof the instructionimmediatelyfollowing thecall
in theprogram,so thatexecutionwill resumeat this locationwhenthecalledprocedurereturns.
The ret instructionpopsanaddressof the stackandjumpsto this location. Theproperuseof
this instructionis to have preparedthe stackso that the stackpointerpoints to the placewhere
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Figure3: Stack Frames for caller and swap add . Procedureswap add retrievesits argu-
mentsfrom thestackframefor caller .

theprecedingcall instructionstoredits returnaddress.The leave instructioncanbe usedto
preparethestackfor returning.It is equivalentto thefollowing codesequence:

movl %ebp, %esp Setstackpointerto beginningof frame
popl %ebp Restoreold versionof %ebpandsetstackpointerto endof caller’s frame

Alternatively, this preparationcanbeperformedby anexplicit sequenceof move andpopopera-
tions.

Register%eax is usedfor returningthevalueof any functionthatreturnsanintegeror pointer.

As anexample,considerthefollowing C procedures:

int caller()
{

int arg1 = 534;
int arg2 = 1057;
int sum = swap_add(&arg1, &arg2);
int diff = arg1 - arg2;
return sum * diff;

}

swap_add(int *xp, int *yp)
{

int x = *xp;
int y = *yp;
*xp = y;
*yp = x;
return x+y;

}

Figure3 shows the stackframesfor the two procedures.Observe that swap add retrievesits
argumentsfrom thestackframefor caller . Theselocationsareaccessedrelative to the frame
pointer in register%ebp. The numbersalongthe left of the framesindicatethe addressoffsets
relative to theframepointer.
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Thestackframefor caller includesstoragefor localvariablesarg1 andarg2 , atpositionsF�a
and FpH relative to theframepointer. Thesevariablesmustbestoredon thestack,sincewe must
generateaddressesfor them.Thefollowing assemblycodefrom thecompiledversionof caller
showshow it callsswap add .

C1 leal -4(%ebp),%eax Compute&arg2
C2 pushl %eax Push&arg2
C3 leal -8(%ebp),%eax Compute&arg1
C4 pushl %eax Push&arg1
C5 call _swap_add Call swap_add

Observethatthiscodecomputestheaddressesof localvariablesarg2 andarg1 (usingtheleal
instruction)andpushesthemonthestack.It thencallsswap add .

Thecompiledcodefor swap add hasthreeparts:the“setup”wherethestackframeis initialized,
the“body” wheretheactualcomputationof theprocedureis performed,andthe“finish” wherethe
stackstateis restoredandtheprocedurereturns.

Thefollowing is thesetupcodefor swap add . Recallthatthecall instructionwill alreadypush
thereturnaddresson thestack.
S1 pushl %ebp Saveold %ebp
S2 movl %esp,%ebp Set%ebp
S3 pushl %ebx Save%ebx

Procedureswap add requiresregister%ebx for temporarystorage.Sincethis is a callee-save
register, it pushestheold valueon thestackaspartof thestackframesetup.

Thefollowing is thebodycodefor swap add :

B1 movl 8(%ebp),%edx Getxp
B2 movl 12(%ebp),%ecx Getyp
B3 movl (%edx),%ebx Getx
B4 movl (%ecx),%eax Gety
B5 movl %eax,(%edx) Storey at *xp
B6 movl %ebx,(%ecx) Storex at *yp
B7 addl %ebx,%eax Returnvalue= x+y

This coderetrievesits argumentsfrom thestackframefor caller . Sincetheframepointerhas
shifted,the locationsof theseargumentshasshiftedfrom positions F�bdc and F�b3q relative to the
old valueof %ebp to positions�rb3c and ��a relative to new valueof %ebp. Observe thatthesum
of variablesx andy is storedin register%eax to bepassedasthereturnedvalue.

Thefollowing is thefinishingcodefor swap add :

F1 movl -4(%ebp),%ebx Restore%ebx
F2 movl %ebp,%esp Restore%esp
F3 popl %ebp Restore%ebp
F4 ret Return
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This codesimply restoresthe valuesof the 3 registers%ebx, %esp, and%ebp, andthenexe-
cutestheret instruction.NotethatinstructionsF2 andF3 couldbereplacedby a singleleave
instruction.Dif ferentversionsof GCC seemto have differentpreferencesin this regard.

Thefollowing codein caller comesimmediatelyaftertheinstructioncallingswap add :

R1 movl %eax,%edx Resumehere

Upon return from swap add , procedurecaller will resumeexecutionwith this instruction.
Observe thatthis instructioncopiesthereturnvaluefrom %eax to adifferentregister.
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