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that the system appears to be already infected.
The problem, of course, is that this can’t protect
against all known viruses, just a specific group. 

No matter what kind of antivirus protection
you choose, computer security specialists at
ICSA.net stress a “synergistic” or combination
approach to system protection. So, instead of
relying on only one preventative approach,
combine several methods. In addition, nothing
can beat common sense when it comes to com-
puter protection. Be wary and exercise caution
when downloading files from the Internet,
opening e-mail attachments, and sharing net-
work documents. 

■ The Historic Path Of Viruses. According
to “Fighting Computer Viruses” in the Novem-
ber 1997 issue of Scientific American (http://
www.sciam.com/1197issue/1197kephart
.html), mathematician John Von Neumann con-
ducted the first studies of self-replicating mathe-
matical mechanisms as early as the 1940s. These
reproducing operations could, theoretically,
automatically follow predetermined sequences
of instructions or commands.

By the 1950s, infectious applications were
being used as necessary tools to wipe out old
memory fragments and ensure that program-
mers could effectively load new code into a
computer’s memory in order to operate a
new program efficiently. Eventually, when
computers were able to run more than one
program at a time, each program and the
accompanying data had to be kept together
within defined boundaries (or partitions) to
enable a smooth performance level. The first
true virus programs appeared around this
time and crossed these partitions to execute
their own operations. 

This transfer of system control to random
areas of the computer’s memory then resulted
in random operations as well as file damage.
But, even then, the idea of invading viruses
that were capable of taking over segments of
computers still remained quietly in the realm
of computer professionals until the early 1980s.
It was then that the first viruses, such as Elk
Cloner, were discovered “in the wild” on the
widely used Apple II computers. 

A few years later, in 1986, the first IBM
(http://www.ibm.com) PC virus, known as
Brain, appeared. According to the NIST
(National Institute of Standards and Tech-
nology, http://csrc.ncsl.nist.gov), this virus ini-
tially spread through diskettes at the University
of Delaware. Within the following year, the first
antivirus software product was on the market.

In 1992, fear among computer users culmi-
nated with the Michelangelo virus scare.
Considered an outright hoax by some experts,
this virus infected thousands of computers on
March 3, 1992 (the artist’s birthday), but that
number was far fewer than the millions of
machines initially predicted to crash on that
date. Michelangelo received widespread media
attention around the world and warnings
swarmed about the following year’s expected
attack (which was also minimal).

That same year, the debut of Windows 3.1
dramatically reduced the number of virus
infection reports. Until that time, viruses either
attacked using a hard drive’s boot sector or 
its executable program files. But a new and
improved infectious virus soon took their
place: the macro virus.

Although there seems to be a discrepancy
among virus experts as to which macro virus
was first, there is a general consensus that the
macro virus made its debut in 1995 and was
aimed almost exclusively at Windows users.
One of the first macro viruses, Concept, is still
one of the most prevalent viruses today. 

Many viral code researchers and profession-
als agree that macro viruses are the toughest
viral threat currently facing computer users,
and unfortunately, new challenges arise every
year. In 1998, for example, the first Java-targeted
virus (Strange Brew) appeared, followed by
another virus, AM97/Accessiv, aimed at
Microsoft Access databases. And with the
introduction of the CIH virus, the bar was
raised even further. The CIH virus not only
erased the computer’s hard drive, but it was
also capable of rewriting the system’s core lan-
guage contained in the BIOS chip. As a result,
infected systems required replacing the BIOS
chip component on the motherboard.

Even in the midst of these dangerous new-
comers, there is still no reason to become overly
concerned. By arming yourself with an updated
antivirus program and exercising caution when
receiving any items from outside sources, you’ll
be able to effectively guard you computer
against most infectious invaders. 
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W hile tens of thousands of computer viruses exist, only a small fraction actually pose
any threat to computer users. Below is an excerpt from the WildList Organization

International Web site (http://www.wildlist.org) of the most frequently reported viruses in
April 2001.

Dominant Viruses Of 2001

Common Name Or Alias

Matrix, Apology

ILoveYou, LoveBug

Hybris.23040

Anna K, SST

HAPPY99

Spacefiller

Spooky.C

Maillissa

Thursday.A

Crown.B

Creative.A

Verona.B

Emanual

FunLove

Official Name

W32/MTX

VBS/LoveLetter.A

W32/Hybris.B

VBS/VBSWG.J

W32/Ska.A

W95/CIH.1003

W32/PrettyPark.37376

W97M/Ethan.A

W97M/Marker.C

W97M/Melissa.A

W97M/Thus.A

O97M/Tristate.C

W32/Prolin.A

W32/BleBla.B

W32/Navidad.B

W32/Funlove.4099

Virus Type

File

Script

File

Script

File

File

File

Macro

Macro

Macro

Macro

Macro

File

File
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